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RBAT purpose
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Risk assess whether increased or new ways of using automation and remote 

operation is as safe or safer than conventional shipping.
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RBAT framework and tool
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Concept of Operations

- Functions

- Sub-functions

Auto-remote 

solution

Hazard and mitigation 

analysis

Risk evaluation/ 

ALARP

• Human involvement

• Automation mode

• Operator location

• Etc.

1.0 Avoid 
collision

1.1 Detect 
object

1.2 Analyse 
object

1.2.1 Classify 
object

1.2.3 Evaluate 
surroundings

1.2.2 Monitor 
behaviour

1.3 Decide on 
avoidance 

actions

1.4 Perform 
avoidance 

maneouvering

HOW?

WHY?

Framework

Tool Equivalent 

safety?

Multi-level function map Use of automation HAZID/ Risk acceptance criteriaRisk model

RBAT

What is 

automated (and 

why)?

How is it 

automated 

(and why)?

How can it 

fail (and be 

mitigated)?

Is it safe 

(enough)?

• Operational modes and context

• Ship type

Effectiveness of risk 
mitigation layers 

Severity 

No effect Negligible Minor Significant Severe Catastrophic 

Low Low Medium High High High High 

Moderate Low Low Medium High High High 

Medium Low Low Medium Medium High High 

High Low Low Low Medium Medium High 

Very high  Low Low Low Low Medium Medium 

Extremely high Low Low Low Low Low Medium 
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RBAT
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Proposed usage by EMSA
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What does the guidelines say?

6



DNV © 31 MAY 2022

IMO MSC.1/Circ.1455 Alternative Design
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NMA circular
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American Bureau of Shipping
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DNV
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Multi-level function map

12



DNV © 31 MAY 2022

Automation
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• Parasuraman and Riley (1997, p. 231) defines automation as;

• “the execution by a machine agent (usually a computer) of a function that 

was previously carried out by a human”.

• The term function can be defined as;

• Specific purpose or objective [i.e. goal] to be accomplished, that can be 

specified or described without reference to the physical means of achieving it 

(IEC, 2020).

or

• A purpose [i.e. goal] for which something is designed or exists (DNV GL, 

2019).

• In principle, the terms "goal“ and "function" are interchangeable (IEC, 2000).

Goal

Goal

Similar goals, different allocation of functions (between humans 

and technology) – implies a hierarchy of goals

Low “degree” of 

automation

High “degree” of 

automation

Fewer manual actions……but more (complex) supervision.



DNV © 31 MAY 2022

Hierarchical goal structure
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• Functions (i.e. goals) can be considered at various levels of 

abstraction.

• When modelling complex systems, these abstraction levels are 

often expressed as goal hierarchies.

• Higher level functions are often expressed as abstract 

operational goals, while lower level functions are expressed as 

functional goals.

• Operational goals-> purpose of performing operation(s)

• Functional goals-> purpose of using technology

• An inherent property of goal hierarchies is that different lower 

level goals may serve the same higher level goals.

Provide 

propulsion

Manoeuvre 

vessel

Sail from A to 

B

Provide 

steering

Navigate 

vessel

Operational goals

Functional goals

How?

How?

Why?

Why?
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RBAT Methodology
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RBAT methodology

DNV has developed a risk assessment 

methodology specifically for systems 

involving remote control and advanced 

use of automation. 

The method consists of five steps:

• Step 1: Define Use of Automation

• Step 2: Hazard analysis

• Step 3: Mitigation analysis

• Step 4: Perform risk evaluation

• Step 5: Address risk control

16
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Step 1: Use of automation
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Mission phase: Transit to location 

Operation: Navigate through enclosed waters

Control Function: Perform navigation

Performing agent

Active Supervising agent
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Allocation of functions
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Perform 

navigation

Observe 

surroundings

Avoid collisions and 

grounding

Etc…

Control functions:

Control actions:

Operations

Mission phase

Mission

Active supervision: Always monitoring to intervene at any time

Passive supervision: Monitors and intervenes on demand (e.g. alarm)

No supervision: No one is available to monitor and intervene

Performing 

agents

Supervising 

agents

Machine supervision: Monitoring and 

intervention performed by independent system

Machine 

agent

Human 

agent
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Step 2: Hazard analysis
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Unsafe condition: Navigation is not provided

Causal factor: Random hardware failure

Wost-case outcome: Collision with other vessel

Severity: Multiple fatalities
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Hazard identification
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- Not provided

- Provided when not required

- Incapable/not fit for purpose

- Control parameters out of 

range

- Control parameters are within 

range but incorrect

- Too early/late or in wrong 

order

- Stops too soon

- Applied to long

- Not followed/rejected

- Random hardware failures

- Systematic failures

- Systemic failures

- Operator failures

- Failures due to 

environmental conditions

- Failures due to deliberate 

actions

- Collision

- Contact

- Grounding/stranding

- Fire/explosion

- Capsize/listing

- Flooding/foundering

- Damage to ship equip.

- Hull failure

- Non-accidental event

- Missing

- Loss of control

Unsafe conditions Causal factors Accidents with losses



DNV © 31 MAY 2022

Step 3: Mitigation analysis

21

Internal mitigation layer

1st independent mitigation layer

2nd independent mitigation layer
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Focus on mitigations
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Describe

• Applicability

• System/ human 
involvement

• Limitations

• Transitions/ 
relationships

Nominate

• Which 
mitigation 
layers can be 
used in 
different 
scenarios?

Qualify

• Functionality

• Integrity 
(availability)

• Robustness

• Independence

• Human 
reliability
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Normal 

operation

Unsafe 

condition 

or mode

3rd independent 

mitigation layer

Initiating 

event

Degraded 

state

Abnormal 

situation

Minimum risk 

condition ¤1

Worst-case 

outcome

2nd independent 

mitigation layer

1st Independent 

mitigation layer

Internal 

mitigation layer

Recovery action

Accident 

conditions

Recovery action

Minimum risk 

condition ¤3

Recovery action

Recovery action

Minimum risk 

condition ¤2

Emergency 

response

Anticipated 

events
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Step 4: Risk evaluation in RBAT – alternative approach

• There is a trend towards qualitative techniques, both in research 

and industry standards

• Frequency of initiating (software related) events is not considered

• Instead the focus is to assess whether failures/hazards are 

associated with severe outcomes

• If this is the case, it must be ensured that the mitigation (recovery, 

response) is adequate, compared relatively to the severity

• Criticality=severity of outcome*effect of mitigation

• If mitigation itself cannot reduce the risk sufficiently, the integrity 

of the control function must be assured (development, testing 

etc.) and the residual risk must be accepted by stakeholders

24

Ineffectiveness of 

mitigation
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Effectiveness of risk 
mitigation layers 

Severity 

No effect Negligible Minor Significant Severe Catastrophic 

Low Low Medium High High High High 

Moderate Low Low Medium High High High 

Medium Low Low Medium Medium High High 

High Low Low Low Medium Medium High 

Very high  Low Low Low Low Medium Medium 

Extremely high Low Low Low Low Low Medium 
 

Step 4: Risk evaluation in RBAT – alternative approach
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Step 5: Risk control
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Effectiveness of risk 
mitigation layers 

Severity 

No effect Negligible Minor Significant Severe Catastrophic 

Low Low Medium High High High High 

Moderate Low Low Medium High High High 

Medium Low Low Medium Medium High High 

High Low Low Low Medium Medium High 

Very high  Low Low Low Low Medium Medium 

Extremely high Low Low Low Low Low Medium 
 

Operational restrictions/ reduced hazard exposure

Improved/ 

additional 

mitigations
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Summary

Benefits

• Tool and framework facilitates a systematic and structured approach tailored to address risks introduced by automation and remote ops

→Provides confidence (assurance) that the most relevant hazards have been considered

• Goal-based approach, i.e. can be adapted according to a large variety of concepts and maturity levels

• Assess use of automation across various contexts (mission phases and operations)

• Combines assessment of operator performance (human element), technical failures and external conditions

Limitations

• RBAT is a functional approach – this implies that unless functions required to manage hazards have not been identified, risk associated with 

functional failures will not be assessed

→ For example, if batteries have not been identified as a hazard, the function “ventilate explosive gases” may not have been included in the assessment

→ A coarse “pre-HAZID” can be performed to address this gap

• Functions not considered to be affected by automation and remote control not part of scope → assumed to be covered by existing rules and 

regulations

43
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Thank you!

• Contact information:

• Remi Brensdal Pedersen

• Email: remi.brensdal.pedersen@dnv.com

• Phone: 90553439
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